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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.








Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	Define the terms Security attacks and Security services.
	[3M]

	2.
	What is Avalanche effect? 








	[3M]

	3.
	What is the importance of Key distribution techniques?



	[3M]

	4.
	State Fermat’s theorem.








	[3M]

	5.
	What is S/MIME?









	[3M]

	6.
	Define Virus and Trojan horse.







	[2M]

	7.
	What are active attacks? Categorize the active attacks.



	[2M]

	8.
	Categorize the Distribution of Public Keys. 





	[2M]

	9.
	What are the benefits of IPSec?







	[2M]

	10.
	What are the different functions of PGP services?




	[2M]











Part – B


   
 Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	11.
	a)
	Write short notes on Security mechanisms. 




	[5M]

	
	b)
	Explain the Conventional encryption model with the help of neat diagram. 
	[5M]

	
	
	
	

	12.
	a)
	Explain the different Block Cipher modes of operation. 


	[5M]

	
	b)
	Explain the Characteristics of Advanced Symmetric Block Ciphers. 
	[5M]

	
	
	
	

	13.
	a)
	How to generate pseudo random numbers for cryptographic applications. 
	[5M]

	
	b)
	Describe RSA algorithm with an example. 





	[5M]

	
	
	
	

	14.
	a)
	Explain in detail about the Chinese Remainder theorem. 

	[5M]

	
	b)
	Write a short note on Security of Hash functions and Macs. 
	[5M]

	
	
	
	

	15.
	a)
	Explain in detail about HMAC and Digital Signature Standard. 


	[5M]

	
	b)
	What is Kerberos? What is the motivation and requirements of Kerberos?
	[5M]

	
	
	
	

	16.
	a)
	Explain SSL Record Protocol operation. 
	[5M]

	
	b)
	What are the different types of Firewall? 
	[5M]

	
	
	
	

	17.
	a)
	Compare and contrast differential and linear cryptanalysis.
	[5M]

	
	b)
	Explain in detail about IP security policy. 
	[5M]
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