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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.








Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	Explain active and passive attack with example. 

	[3M]

	2.
	Differentiate symmetric and asymmetric encryption.

	[3M]

	3.
	Differentiate MAC and Hash function.


	[3M]

	4.
	What are the services provided by PGP services?

	[3M]

	5.
	List the design goals of firewalls.




	[3M]

	6.
	What are the steps involved in SET Transaction?

	[2M]

	7.
	Specify the design criteria of block cipher.


	[2M]

	8.
	What are the requirements for message authentication?
	[2M]

	9.
	List out the features of SET.




	[2M]

	10.
	What is security association?. 




	[2M]











Part – B


   
 Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	11.
	a)
	Discuss with neat sketch a network security model.
	[5M]

	
	b)
	Discuss any four Substitution Technique and list their merits and demerits.
	[5M]

	
	
	
	

	12.
	a)
	Write short notes on block cipher modes of operation.
	[5M]

	
	b)
	Explain Diffie Hellman key Exchange in detail with an example.
	[5M]

	
	
	
	

	13.
	a)
	Compare the Features of SHA-1 and MD5 algorithm.
	[5M]

	
	b)
	Describe HMAC algorithm in detail.
	[5M]

	
	
	
	

	14.
	a)
	Explain the architecture of IP Security.
	[5M]

	
	b)
	Write Short notes on S/MIME.
	[5M]

	
	
	
	

	15.
	a)
	Describe about SSL/TLS Protocol.
	[5M]

	
	b)
	Compare the positive and negative effects of firewall.
	[5M]

	
	
	
	

	16.
	a)
	Discuss any two approaches for intrusion detection.
	[5M]

	
	b)
	Define virus. Explain in detail.
	[5M]

	
	
	
	

	17.
	a)
	Explain steganography in detail.
	[4M]

	
	b)
	What is Kerberos? Explain how it provides authenticated service.
	[3M]

	
	c)
	Write brief note on Web Security.
	[3M]
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