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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.








Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	List the documentation levels in information security management.
	[3M]

	2.
	What do you mean by risk management?
	[3M]

	3.
	What is perimeter security?
	[3M]

	4.
	What are the types of security audits?
	[3M]

	5.
	Draw the NIST model.
	[3M]

	6.
	List the types of laws.
	[2M]

	7.
	What are the goals of security engineering?
	[2M]

	8.
	Define authentication.
	[2M]

	9.
	Who are ethical hackers and what do they do?
	[2M]

	10.
	What is the importance of SSE-CMM Model? 
	[2M]











Part – B


   
 Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	11.
	a)
	Explain the hierarchical relationship between policies, standards, guidelines and procedures.
	[5M]

	
	b)
	Discuss organization’s responsibility towards information security management.
	[5M]

	
	
	
	

	12.
	a)
	Explain the usefulness of exposure- related concepts in risk analysis.
	[5M]

	
	b)
	How do security auditing and risk analysis differ in terms of their approach as professional practices?
	[5M]

	
	
	
	

	13.
	a)
	With a neat sketch, explain screened host firewall.
	[5M]

	
	b)
	Describe remote access- based VPN.
	[5M]

	
	
	
	

	14.
	a)
	Explain any one technology based audit.
	[5M]

	
	b)
	Discuss Business Continuity Planning.
	[5M]

	
	
	
	

	15.
	a)
	Explain VISA international security model.
	[5M]

	
	b)
	Illustrate the design of security architecture.
	[5M]

	
	
	
	

	16.
	
	Describe the importance of computer ethics and moral values for security professionals.
	[10M]

	
	
	
	

	17.
	a)
	Explain how risk is identified and assessed.
	[5M]

	
	b)
	Discuss COBIT approach.
	[5M]
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