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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 14 MARKS.
Bloom's Cognitive Levels of Learning (BCLL)
	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Explain the purpose of access control.
	L2
	CO1
	[7M]

	
	b)
	Compare Authorization and Authentication with example.
	L4
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	List the principles of access control and explain.
	L4
	CO2
	[7M]

	
	b)
	Write the differences between Discretionary Access Control and Non-Discretionary Access Control.
	L2
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Compare RBAC and DAC.
	L2
	CO3
	[7M]

	
	b)
	Describe limitations of Role Based Access Control.
	L1
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	How enterprise view is mapped to system view? Explain.
	L4
	CO4
	[7M]

	
	b)
	Explain temporal constraints in RBAC, MAC and DAC.
	L2
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Explain design and implementation principles of smart card operating system.
	L2
	CO5
	[7M]

	
	b)
	Explain smart card data transmission techniques.
	L2
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain recent trends in access control mechanisms.
	L2
	CO6
	[7M]

	
	b)
	Describe any case study of RBAC system.
	L1
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Explain Clark-Wilson model.
	L2
	CO1
	[5M]

	
	b)
	Describe primitive operations in Access Control Matrix.
	L1
	CO2
	[5M]

	
	c)
	Explain access control policy of MAC.
	L2
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	Explain case study of Multiline insurance company.
	L2
	CO4
	[5M]

	
	b)
	Explain security techniques in smart card based information security.
	L2
	CO5
	[5M]

	
	c)
	How access control mechanisms are related to database security? Explain.
	L4
	CO6
	[4M]
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