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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Explain the CIA and AAA triads.
	L3
	CO1
	[7M]

	
	b)
	You hold a position of Chief Security Officer (CSO) in a XYZ company. The higher management wants secure the company’s assets by implementing proper security policies. Briefly describe minimum of four security policies that are vital for securing the assets and why do you think the proposed policies are important for the company?
	L3
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Define OCTAVE methodology and what are the steps taken in OCTAVE method during the risk evaluation process?
	L3
	CO2
	[7M]

	
	b)
	Consider a DDOS attack taking place on the web servers of your company. The asset value is estimated to be $200,000. If the attack is successful the percentage of asset loss is around 60%. From past analysis it is observed that a successful DDOS attack strikes on an average of 4 times a year. What is the estimated annualized loss expectancy and what technical steps will you take to minimize this threat?
	L5
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Explain the various stages involved in a network attack.
	L3
	CO3
	[7M]

	
	b)
	Explain in detail the VPN configurations present in current world.
	L3
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Compare and contrast between Traditional Security Audit vs Technology Based Audit. Which is better for current global scenario and explain why is it better.
	L4
	CO4
	[7M]

	
	b)
	Explain the Traditional Disaster Recovery Plan in the context of Business Goals.
	L3
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Explain the PDCA approach of ISO 27001 and its implementations.
	L3
	CO5
	[7M]

	
	b)
	Explain at least five of the process areas of SSE-CMM and mention some of the best practices for each.
	L3
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain the laws for Information Security Framework.
	L3
	CO6
	[7M]

	
	b)
	Explain the principles in the OECD guidelines for security of information systems and networks and Name some of the member countries in OECD.
	L3
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Calculate the single loss expectancy where the asset value is $500,000 and exposure factor is 20%. Based exposure factor what is the rating level?
	L5
	CO1
	[7M]

	
	b)
	How security and privacy are related to each other?
	L4
	CO2
	[7M]

	
	
	
	
	
	

	8.
	a)
	Describe the responsibilities of a security audit.
	L3
	CO4
	[7M]

	
	b)
	What are legal, ethical and professional issues in information security?
	L2
	CO6
	[7M]
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