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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)
	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Explain in detail about a Model for Network security.
	L2
	CO1
	[7M]

	
	b)
	Discuss any four Substitution Techniques with suitable examples.
	L3
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Draw the general structure of DES and explain the encryption,decryption process.
	L4
	CO2
	[7M]

	
	b)
	Perform decryption and encryption using RSA algorithm with p=3, q=11, e=7 and (M=5).
	L5
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Compare the Features of SHA-1 and MD5 algorithm.
	L4
	CO3
	[7M]

	
	b)
	Discuss about the objectives of HMAC and its security features.
	L3
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	How does PGP provide confidentiality and authentication service for e-mail and file storage applications? Draw the block diagram and explain its components.
	L4
	CO4
	[7M]

	
	b)
	Explain the architecture of IP Security.
	L2
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Is it possible in SSL for the receiver to record SSL records blocks that arrive out of the order? If so, explain how it can be done. If not, why not?
	L3
	CO5
	[7M]

	
	b)
	Explain firewalls and how they prevent intrusions.
	L2
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain Secure Electronic transaction with neat diagram.
	L2
	CO6
	[7M]

	
	b)
	Explain any two approaches for Intrusion detection.
	L2
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Distinguish active and passive attack with examples.
	L3
	CO1
	[5M]

	
	b)
	Briefly explain the design principles of Block cipher.
	L4
	CO2
	[5M]

	
	c)
	Mention the scenario where Kerberos scheme is preferred.
	L4
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	What are the headers fields defined in MIME?
	L2
	CO4
	[5M]

	
	b)
	Describe the SSL Specific protocol – Handshake action in detail.
	L3
	CO5
	[5M]

	
	c)
	Define Intrusion detection and the different types of detection mechanisms.
	L2
	CO6
	[4M]
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