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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)
	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Discuss the wireless LAN Security IEEE 802.11i.
	L2
	CO1
	[7M]

	
	b)
	Compare the Data Protection in WEP and TKIP.
	L3
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Which security method is used in UMTS? 
	L2
	CO2
	[7M]

	
	b)
	Compare and contrast the security mechanisms of GSM and UMTS. 
	L4
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Give the non Cryptographic protocols Vulnerabilities .
	L2
	CO3
	[7M]

	
	b)
	Explain the sequence of steps used in Secure Socket Layer handshake Protocol for establishing a new session. Draw a diagram which shows the action of Handshake Protocol.
	L5
	CO3
	[7M]

	
	
	
	L1
	
	

	4.
	a)
	What are the different types of intrusion detection systems? Give an example to each .
	
	CO4
	[7M]

	
	b)
	Discuss the malware defence with suitable example.
	L3
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Define SOAP. Discuss the SOAP technology for web services. 
	L2
	CO5
	[7M]

	
	b)
	Compare SOAP and XML web service technologies.
	L3
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain the elements of computer forensic with suitable example.
	L5
	CO6
	[9M]

	
	b)
	Discus the evidence recovery in detail?
	
	CO6
	[5M]

	
	
	
	
	
	

	7.
	a)
	Write short notes on Data Protection in CCMP.
	L3
	CO1
	[5M]

	
	b)
	How many types of security services are provided by the GSM? Give an example to each.
	L4
	CO2
	[5M]

	
	c)
	What are the Security Requirements of message authentication?
	L2
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	Write short notes on virus detection mechanism.
	L1
	CO4
	[5M]

	
	b)
	Write short notes on SAML.
	L1
	CO5
	[5M]

	
	c)
	Compare Packet filter and Application Level Gateways.
	L1
	CO6
	[4M]
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