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                    Max.Marks:70

 
Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)
	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Write about the Information security and management system.
	L1
	CO1
	[7M]

	
	b)
	Describe the organizational responsibility for Information Security.
	L2
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Explain about the Risk Identification.
	L2
	CO2
	[7M]

	
	b)
	Briefly discuss about the COBIT approach.
	L3
	CO2
	[7M]

	
	
	
	
	
	

	3.
	
	Explain about the intrusion detection and prevention system.
	L2
	CO3
	[14M]

	
	
	
	
	
	

	4.
	a)
	Discuss the needs for security audits.
	L5
	CO4
	[7M]

	
	b)
	Write about the disaster recovery planning.
	L1
	CO4
	[7M]

	
	
	
	
	
	

	5.
	
	Explain salient features of NIST and VISA security models.
	L2
	CO5
	[14M]

	
	
	
	
	
	

	6.
	a)
	Write about the law and ethics in information security.
	L1
	CO6
	[7M]

	
	b)
	Explain about the codes of ethics and professional organizations.
	L5
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	List out the three types of security policies.
	L6
	CO1
	[5M]

	
	b)
	Explain briefly about the OCTAVE Approach.
	L1
	CO2
	[5M]

	
	c)
	Draw and explain the Firewall Architecture.
	L3
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	List out the objectives of ISO 17799.
	L4
	CO4
	[5M]

	
	b)
	Explain about the VISA information security model.
	L5
	CO5
	[5M]

	
	c)
	Write about the policy versus law.
	L1
	CO6
	[4M]
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