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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Discuss in detail about various types of security attacks with neat diagrams.
	L5
	CO1
	[7M]

	
	b)
	Explain security mechanisms in detail.
	L4
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Differentiate linear and differential cryptanalysis.
	L4
	CO2
	[7M]

	
	b)
	Describe Chinese remainder theorem.
	L3
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Consider a Diffie-Hellman scheme with a common prime q=11, and a primitive root α=2.

i. If user ‘A’ has public key YA = 9, what is A’s private key XA .

ii. If user ‘B’ has public key YB = 9, what is shared secret key K.
	L6
	CO3
	[7M]

	
	b)
	Discuss DES algorithm with suitable examples. Discuss with its advantages and limitations. 
	L3
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Explain X.609 authentication service.
	L5
	CO4
	[7M]

	
	b)
	Client machine C wants to communicate with Server S. Explain how it can be achieved through Kerberos protocol?
	L6
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	What are the different services provided by the SSL Record Protocol?
	L3
	CO5
	[7M]

	
	b)
	Give IP security architecture with neat diagram.
	L4
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain password management.
	L2
	CO6
	[7M]

	
	b)
	What are the various virus counter measures?
	L1
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Give a model for network security. 
	L1
	CO1
	[5M]

	
	b)
	What is meant by Primality testing?
	L2
	CO2
	[5M]

	
	c)
	Specify the design criteria of block cipher.
	L4
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	What is the cryptographic life cycle?
	L1
	CO4
	[5M]

	
	b)
	How SSL/TLS uses both asymmetric and symmetric encryption?
	L2
	CO5
	[5M]

	
	c)
	What is the difference between a gateway and a firewall? 
	L1
	CO6
	[4M]
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