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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 



Max.Marks:20
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	BCLL
	CO(s)
	Marks

	1
	Compare active and passive attacks.
	L3
	CO1
	[2M]

	2
	Brief the strengths of triple DES.
	L2
	CO2
	[2M]

	3
	What is meant by one-way property in hash function?
	L2
	CO3
	[2M]

	4
	List the services provided by PGP.
	L1
	CO4
	[2M]

	5
	What is the difference between TLS and SSL Security?
	L2
	CO5
	[2M]

	6
	What are the three classes of intruders?
	L3
	CO6
	[2M]

	7
	State the difference between private key public key algorithms.
	L4
	CO2
	[2M]

	8
	Draw the ESP packet format. 
	L4
	CO4
	[2M]

	9
	Define the roles of firewalls.
	L3
	CO6
	[2M]

	10
	State any three requirements for authentication.
	L2
	CO2
	[2M]








           Part – B


   
 Max.Marks:50

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	A secure e-voting system is to be designed. Discuss the security goals that must be met and enlist mechanisms for the same.
	L4
	CO1
	[5M]

	
	b)
	Explain the OSI Security Architecture model with a neat diagram.
	L2
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Perform encryption and decryption using RSA Algorithm. for the following. 

P=7; q=11; e=17; M=8.
	L4
	CO2
	[5M]

	
	b)
	What is the drawback of Double DES algorithm? How is it overcome by Triple DES?
	L3
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Compare the Features of SHA-1 and MD5 algorithm.
	L3
	CO3
	[5M]

	
	b)
	Explain briefly about the architecture and certification mechanism in  X.509.
	L2
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	How does IPSec help to achieve authentication and confidentially? Justify the need of AH and ESP.
	L3
	CO4
	[5M]

	
	b)
	Illustrate how PGP encryption is implanted through suitable diagram.
	L4
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Describe the SSL Specific protocol – Handshake action in detail.
	L2
	CO5
	[5M]

	
	b)
	Describe packet filtering router in detail.
	L3
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Explain Secure Electronic transaction with neat diagram.
	L3
	CO6
	[5M]

	
	b)
	What are the common techniques used to protect a password file?
	L2
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	How many keys are required for two people to communicate via a cipher?
	L3
	CO1
	[4M]

	
	b)
	Write the methodology involved in computing the keys in SSL/TLS protocol.
	L2
	CO5
	[3M]

	
	c)
	Mention the fundamental idea of HMAC.
	L4
	CO3
	[3M]
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