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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 



Max.Marks:20
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	BCLL
	CO(s)
	Marks

	1
	Explain the network Security model?
	L2
	CO1
	[2M]

	2
	What are the different ways to exchange keys in cryptography?
	L2
	CO2
	[2M]

	3
	What is the need of Digital Signatures?
	L4
	CO3
	[2M]

	4
	What are the services provided by IPSec?
	L2
	CO4
	[2M]

	5
	List the differences between SSL and TLS protocols?
	L4
	CO5
	[2M]

	6
	What is a dual signature and what is the purpose of it?
	L4
	CO6
	[2M]

	7
	Define Steganography?
	L2
	CO1
	[2M]

	8
	Sketch out X.509 certificate general format
	L2
	CO3
	[2M]

	9
	List and define the four phases of any typical Virus
	L2
	CO6
	[2M]

	10
	Explain DoS and DDoS attacks.
	L2
	CO5
	[2M]








           Part – B


   
 Max.Marks:50

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Briefly explain the need of a security mechanism in this era?
	L5
	CO1
	[5M]

	
	b)
	Explain the concept of transposition cipher technique with an example.
	L2
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Explain the different stages of one round in AES algorithm
	L2
	CO2
	[5M]

	
	b)
	Illustrate Elliptic-Curve Cryptography technique.
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Explain HMAC algorithm and its Structure?
	L2
	CO3
	[5M]

	
	b)
	Explain PKIX architectural model and its management functions?
	L2
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	What is S/MIME? Explain how S/MIME is better than MIME?
	L4
	CO4
	[5M]

	
	b)
	Explain the concept of Encapsulating Security Payload (ESP) in IP Security.
	L2
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Explain SSL protocol stack and all its parameters?
	L2
	CO5
	[5M]

	
	b)
	Illustrate with a neat diagram the common firewall configuration?
	L2
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Give a brief overview of SET and the sequence of events required to secure an online transaction
	L4
	CO6
	[5M]

	
	b)
	What are the different types of viruses? Explain?
	L2
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Define Encryption, Decryption, Cryptography and Cryptanalysis?
	L1
	CO1
	[4M]

	
	b)
	What are the types of security threats faced by users while using web?
	L4
	CO2
	[3M]

	
	c)
	Explain Knapsack algorithm?
	L2
	CO3
	[3M]
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