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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

	1.
	a)
	Explain in detail about Master security programming practices, Master fundamental software security design concepts.
	[7M]

	
	b)
	Define the primary elements of CIA.
	[7M]

	
	
	
	

	2.
	a)
	Describe the nature and scope of enterprise software applications.
	[7M]

	
	b)
	Explain the research technologies available for the presentation, business and data tiers of an enterprise software application.
	[7M]

	
	
	
	

	3.
	a)
	Explain directory-based server infrastructure in a heterogeneous systems environment.
	[7M]

	
	b)
	Discuss about Monitor server resource utilization for system reliability and availability.
	[7M]

	
	
	
	

	4.
	a)
	Explore  the requirements ,management of an enterprise network.
	[7M]

	
	b)
	Summarize the Network Troubleshooting Tools advantages and disadvantages.
	[7M]

	
	
	
	

	5.
	a)
	How to Protect Against SQL Injection Attacks?
	[7M]

	
	b)
	Explain application security in terms of code flaws and insecure code.
	[7M]

	
	
	
	

	6.
	a)
	What are the countermeasures against SQL injection attacks?
	[7M]

	
	b)
	Compile Six Best Practices for Securing a Robust Domain Name System (DNS) Infrastructure.
	[7M]

	
	
	
	

	7.
	a)
	Discuss about perform security testing and quality assurance.
	[7M]

	
	b)
	Write in detail about malicious software.
	[7M]

	
	
	
	

	8.
	a)
	How to design and build a database using an enterprise database system.
	[7M]

	
	b)
	Interpret the steps  involved in designing  and developing  a multi-tier solution to a problem using technologies used in enterprise system.
	[7M]
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