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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 14 MARKS.
	1.
	a)
	Illustrate man in the middle attacks of WEP protocol.
	[7M]

	
	b)
	Explain TKIP and its key frame.
	[7M]

	
	
	
	

	2.
	a)
	Discuss all the security enhancements in UMT.
	[7M]

	
	b)
	Explain GSM algorithms for authentication and encryption. 
	[7M]

	
	
	
	

	3.
	a)
	Explain Session hijacking in detail.
	[7M]

	
	b)
	Discuss format string attacks.
	[7M]

	
	
	
	

	4.
	a)
	Define Virus? Explain detection of different types of virus.
	[7M]

	
	b)
	Discuss Malware Defense in detail.
	[7M]

	
	
	
	

	5.
	a)
	Explain UDDI architecture with a neat diagram.
	[7M]

	
	b)
	Discuss about WS-Security policy.
	[7M]

	
	
	
	

	6.
	a)
	Explain various network forensic tools.
	[7M]

	
	b)
	What are the basic elements of computer forensics?
	[7M]

	
	
	
	

	7.
	a)
	Write short notes on authentication and key agreement in 802.11i.
	[7M]

	
	b)
	Differentiate between confidentiality and Integrity.
	[7M]

	
	
	
	

	8.
	a)
	Explain the security features of GSM.
	[7M]

	
	b)
	Discuss about preliminaries of cell phone security.
	[7M]
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