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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

	1.
	a)
	Explain the levels of documentation in Information Security Management System and provide with an example for each level.
	[7M]

	
	b)
	Define the terms of information classification starting from the highest order of sensitivity. Also, Explain the responsibilities of the following roles:

i. User

ii. Custodian
	[7M]

	
	
	
	

	2.
	a)
	Explain the staged methodology for risk analysis.
	[7M]

	
	b)
	Consider a DDOS attack taking place on the web servers of your company. The asset value is estimated to be $200,000. If the attack is successful the percentage of asset loss is around 60%. From past analysis it is observed that a successful DDOS attack strikes on an average of 4 times a year. What is the estimated annualized loss expectancy and what technical steps will you take to minimize this threat?
	[7M]

	
	
	
	

	3.
	a)
	Explain the types of Architecture of VPN in detail.
	[7M]

	
	b)
	Mention the various uses of Intrusion Detection System.
	[7M]

	
	
	
	

	4.
	a)
	Explain the phases involved in security audit.
	[7M]

	
	b)
	Describe the types of sites from a Business Continuity Planning perspective and list the merits and de-merits of having multiple sites.
	[7M]

	
	
	
	

	5.
	a)
	Explain at least five of the objectives and control aspects of ISO 17799.
	[7M]

	
	b)
	Explain in detail about the “control families” and “control areas” in NIST Framework.
	[7M]

	
	
	
	

	6.
	a)
	Explain about Computer Ethics. List the 10 Commandments of computer ethics created by the Computer Ethics Institute.
	[7M]

	
	b)
	Explain the principles in the OECD guidelines for security of information systems and networks and Name some of the member countries in OECD.
	[7M]

	
	
	
	

	7.
	a)
	Define the following terms:
(i) TEMPEST     (ii) Non-Repudiation     (iii) Data Obfuscation
	[7M]

	
	b)
	Describe minimum four of the information security challenges faced by the Indian organizations.
	[7M]

	
	
	
	

	8.
	a)
	What is the difference between qualitative risk and quantitative risk?
	[7M]

	
	b)
	Calculate the single loss expectancy where the asset value is $700,000 and exposure factor is 40%. Based exposure factor what is the rating level?
	[7M]
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