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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 14 MARKS.
	1.
	a)
	Discuss the security services required to counter various types of attacks.
	[7M]

	
	b)
	Explain the significance of CIA triad. 
	[7M]

	
	
	
	

	2.
	a)
	Explain the concepts of differential and linear cryptanalysis.
	[7M]

	
	b)
	Discuss Euclids algorithm.
	[7M]

	
	
	
	

	3.
	a)
	Describe DES structure with neat sketch.
	[7M]

	
	b)
	Discuss RSA algorithm with an example.
	[7M]

	
	
	
	

	4.
	a)
	Write notes on MD6.
	[7M]

	
	b)
	Define Kerberos and name its servers. Briefly explain the duties of each server.
	[7M]

	
	
	
	

	5.
	a)
	Briefly discuss how IPESC encompasses three functional areas:


i) Authentication
ii) Confidentiality    iii) Key management
	[7M]

	
	b)
	Explain how SET is designed to protect credit card transactions on the internet?
	[7M]

	
	
	
	

	6.
	a)
	Enumerate counter measures for viruses and explain them in brief.
	[7M]

	
	b)
	Discuss the merits and demerits of packet filtering router.
	[7M]

	
	
	
	

	7.
	a)
	Discuss the security mechanisms implemented for confidentiality in brief.
	[7M]

	
	b)
	Discuss about a model for network security.
	[7M]

	
	
	
	

	8.
	a)
	Differentiate between symmetric and asymmetric key cryptography.
	[7M]

	
	b)
	With an example explain about primality testing.
	[7M]
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