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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Discuss authentication WEP.
	L3
	CO1
	[7M]

	
	b)
	Explain data protection in CCMP.
	L3
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Explain authentication GSM.
	L3
	CO2
	[7M]

	
	b)
	Explain the Entity authentication in UMTS.
	L3
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Explain mandatory access control in OS?
	L3
	CO3
	[7M]

	
	b)
	Explain cross-site scripting (XSS) in detail?
	L3
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Explain Host-based Intrusion detection system.
	L3
	CO4
	[7M]

	
	b)
	Write roles and responsibilities of Incidence Response Team.
	L2
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Explain the security policies of Web Services.
	L3
	CO5
	[7M]

	
	b)
	Discuss the security mechanisms in WSDL.
	L3
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Differentiate between computer and network forensics.
	L4
	CO6
	[7M]

	
	b)
	Discuss the evidence recovery in detail.
	L3
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Explain key agreement in IEEE 802.11
	L3
	CO1
	[5M]

	
	b)
	Discuss protection against base station attack in UMTS.
	L3
	CO2
	[5M]

	
	c)
	Explain pharming attacks.
	L3
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	Explain Ddos attack prevention.
	L3
	CO4
	[5M]

	
	b)
	Write short notes on SAML.
	L1
	CO5
	[5M]

	
	c)
	What are computer forensic tools and explain them briefly?
	L3
	CO6
	[4M]
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