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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Discuss the relationships among different security concepts.
	L2
	CO1
	[7M]

	
	b)
	Explain basic principles of information system security.
	L6
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Compare the quantitative and qualitative risk assessment approaches.
	L5
	CO2
	[7M]

	
	b)
	Write a short note on COBIT approach.
	L1
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Explain the best Practices for Firewalls.
	L4
	CO3
	[7M]

	
	b)
	Discuss the advantages and disadvantages of IDS.
	L2
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Discuss different audit approaches.
	L2
	CO4
	[7M]

	
	b)
	Explain the concept of Business Continuity Planning and Recovery Plan in industry.
	L3
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Demonstrate the design of security architecture with help of diagram.
	L3
	CO5
	[7M]

	
	b)
	Discuss System security Engineering capability maturity model(SSE-CMM)
	L2
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain best method for preventing an illegal or unethical activity?
	L6
	CO6
	[7M]

	
	b)
	Discuss codes of ethics and Professional organizations.
	L2
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Explain building blocks of information security.
	L4
	CO1
	[5M]

	
	b)
	Discuss the components of risk identification.
	L2
	CO2
	[5M]

	
	c)
	Explain packet filtering firewall technology.
	L6
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	Explain the phases of a disaster recovery plan.
	L2
	CO4
	[5M]

	
	b)
	Discuss VISA international security model.
	L2
	CO5
	[5M]

	
	c)
	Discuss international Laws and legal bodies.
	L2
	CO6
	[4M]


-- 00 -- 00 –

H.T No





Regulations:


A19











PAGE  
Page 1 of 1

