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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Give a model for network security with neat diagram. 
	L6
	CO1
	[7M]

	
	b)
	List and explain different types of security attacks.
	L4
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Compare Symmetric and Asymmetric key cryptography.
	L4
	CO2
	[7M]

	
	b)
	Explain prime factorization.
	L2
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Write short notes on key distribution.
	L5
	CO3
	[7M]

	
	b)
	In an RSA system, the public key of a given user is e=31, n=3599. What is the private key of this user?
	L6
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Explain the approaches for Digital Signatures based on Public Key Encryption.
	L3
	CO4
	[7M]

	
	b)
	Discuss One-way authentication and Mutual authentication. 
	L4
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Draw and explain fields in AH header.
	L4
	CO5
	[7M]

	
	b)
	What are the five principal services provided by PGP?
	L2
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain inter branch payment transactions.
	L3
	CO6
	[7M]

	
	b)
	Write a short note on firewall design principles and types of firewalls. 
	L3
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Explain security mechanisms in detail. 
	L3
	CO1
	[5M]

	
	b)
	What is meant by cryptography?
	L1
	CO2
	[5M]

	
	c)
	How fast is RSA?
	L4
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	What are message authentication codes?
	L2
	CO4
	[5M]

	
	b)
	What are the steps taken by PGP to create secure e-mail at the sender site?
	L2
	CO5
	[5M]

	
	c)
	How can you prevent XSS? 
	L6
	CO6
	[4M]
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