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Part - A 
Max.Marks:10
Answer all QUESTIONS. EACH QUESTION CARRIES 1 MARK.
1. What is Web Security?

2. Define Cryptography .
3. What is the use of HTTPS URL?

4. What is Phishing?

5. Name two common types of attacks.
6. Name types of Scanning.
7. What is Banner Grabbing?
8. Differentiate between a virus & a worm.
9. Name protocols susceptible to sniffing.
10. What is the role of a proxy server?

Part – B
Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
1. a)  Explain different web attacks.
b)  Explain the use of Database server.
2. Explain the operation of payment gateways.

3. Explain Applet Security.
4. a)  Explain Passive & Active Reconnaissance.

b)  Explain DNS Enumeration Whois.

5. a)  Explain IP Spoofing Techniques.

b)  Explain password cracking Techniques and its counter measures.

6. a)  Explain Denial of service.
b)  Explain Trojan construction kit.
7. a)  Explain any public key cryptography algorithm.

b)  Explain N map command switches.
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