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Note : No additional answer sheets will be provided.

* * * * * 

Part-A (Objective Type)

Max.Marks:10

Answer all the QUESTIONS.

1.
In _____________ type cryptography, the messages do not disguise.

2.
The art of breaking ciphers is called______________________.

3.
The length of plain text and ciphertext in DES is____________________.
4.
In RSA algorithm, message M = ___________________


a)
ed mod d
b)
cd mod n
c)
de mod n
d)
dn mod c

5.
The technique used for verifying the communication partner is called authentication.


True / False.
6.
To preserve the integrity of a message, the message is passed through an algorithm 
called____________.

7.
An MDC uses a __________ hash function.

8.
An entity whose identity needs to be proved is called_____________.

9.
IP security in ______________ mode does not protect the IP header.

10.
_________ Firewall filters at the application layer.

Part – B (Subjective Type)

Max. Marks: 50

Answer any Five. All questions carry equal marks.

1.
a)
Give the model of conventional cryptosystem and explain its operation.
[ 4 ]

b)
Explain and compare various types of substitution techniques.

[ 6 ]
2.
Explain key generation and encryption procedure in simplified DES scheme.


3.
Discuss RC5 symmetric encryption algorithm in detail.





4.
a)
Describe the operations and merits of transparent key control scheme.
[ 6 ]

b)
What are the sources of random numbers?  Explain.


[ 4 ]

5.
a)
What are the types of functions that may be used to produce an authenticator.













[ 4 ]


b)
What are the requirements of Hash functions?  Explain the principle of operation 


of simple hash functions.






[ 6 ] 

6.
Explain and compare various mutual authentication and one way authentication 
approaches.

7.
a)
Give the architecture and services of IP security.



[ 5 ]


b)
Explain the design principles for a firewall.




[ 5 ]


... All the best...(



A 10











PAGE  
Page 2 of 2

