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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.







Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	What are the functions of ISMS?







	[3M]

	2.
	Name the quantitative approaches in Risk management.




	[3M]

	3.
	How will you select the right Firewall?






	[3M]

	4.
	What are the types of audit approaches?






	[3M]

	5.
	Write the steps for NIST model.







	[3M]

	6.
	List out the legal and ethical issues in information security.




	[2M]

	7.
	Mention the building blocks of information security.




	[2M]

	8.
	What is need for security audit?







	[2M]

	9.
	Differentiate policy versus Law in Information Security.




	[2M]

	10.
	Differentiate between the policy, standard and practice of information security.
	[2M]








Part – B



Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	1.
	a)
	What is the organizational responsibility for information security management?
	[5M]

	
	b)
	Explain in detail the information security awareness in Indian organizations.
	[5M]

	
	
	
	

	2.
	a)
	Briefly explain how you can distinguish a risk from other project events.
	[5M]

	
	b)
	Discuss about the COBIT approach.
	[5M]

	
	
	
	

	3.
	a)
	Explain the VPN for security.
	[5M]

	
	b)
	Explain the Intrusion Detection and Prevention system.
	[5M]

	
	
	
	

	4.
	a)
	Explain the technology based auditing.
	[5M]

	
	b)
	Explain the organizations role in security audit.
	[5M]

	
	
	
	

	5.
	a)
	Explain the VISA international security model.
	[5M]

	
	b)
	Give the overview and the standards of ISO 17799/ISO 27001.
	[5M]

	
	
	
	

	6.
	a)
	Explain the Legal, ethical and professional issues in information security.
	[5M]

	
	b)
	Explain in detail about the International laws and legal bodies.
	[5M]

	
	
	
	

	7.
	a)
	Write about OCTAVE approach.
	[5M]

	
	b)
	Write about Design of Security Architecture.
	[5M]
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