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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.







Part - A 



Max.Marks:25
Answer all QUESTIONS.
1.
List the components of Wireless LAN.







[3M]

2.
What are the different security features of GSM?





[3M]

3.
What is Phishing? Give an example for Phishing.  




         
[3M]

4.
What do you mean by DoS attack?
         





           [3M]

5.
List the different entities involved in Web Services.





[3M]

6.
Differentiate between computer and network forensics.




[2M]

7.
Define confidentiality and integrity in network security





[2M]

8.
List the network forensic tools.








[2M]

9.
Define IP Traceback.









[2M]

10. 
Give brief notes on Software Vulnerabilities. 
                                                                 [2M]

                                       Part – B





Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
1. a) Discuss Data protection in WEP.








[5M]
    b) Explain TKIP and its Key frame.








[5M]
2. a) Explain about authentication and key agreement in UMTS(3G).



[5M]
    b) Discuss all the security enhancements in UMT.






[5M]
3. a) Explain about non-cryptographic protocol vulnerabilities.




[5M]
    b) What is Role-Based Access Control? Explain.






[5M]
4. a) Illustrate all the preventive measures in DDoS.






[5M]
    b) What is virus? List the types virus and explain how to detect them.



[5M]
5. a) Explain the architectural diagram of UDDI.







[5M]
    b) What kind of services can be registered in the UDDI Business Registry? Explain.

[5M]
6. a) Explain the limitations of computer forensics in the fight against cyber crimes.

[5M]
    b) Discuss the many ways cyber criminals and other computer and network users may use to 

        frustrate investigators.









[5M]
7. a) Write notes on WS- Security.








[5M]
    b) Distinguish between computer forensics and network forensics by giving examples of the

        so-called "dual usage" network security tools.






[5M]
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