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Note : No additional answer sheets will be provided.

Part-A (Objective Type)

Max.Marks:10

Answer all QUESTIONS.
1.
Differentiate between active attack and passive attack.

2.
Define Data-origin Authentication. 
3.
What is the other name of conventional encryption?

4. 
Expand IDEA. 
5.
Mention one of the major role of public-key encryption.

6.
What is the requirement of Kerberos server in order to make its users 
participate in its database ?

7.
Expand AOL.

8.
Mention any two documents of Ipsec Specification. 
9.
Mention anyone security associate parameter.

10.
Mention one deficiency of SNMP. 

Part – B

Max. Marks: 50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
1.
(a) 
Explain with a neat diagram the model for network security.

[ 5 ] 


(b)
Explain in brief about RFC publication process.



[ 5 ] 
2.
Explain In detail about DES? 







3.
(a) 
Explain different Approaches to message authentication.

[ 5 ] 


(b) 
Mention the properties required by Hash function H in order to be useful 


for message authentication.





[ 5 ]
 

4.
(a) 
Discuss about the public key encryption scheme ingredients.

[ 5 ] 


(b) 
Explain RSA algorithm in brief.





[ 5 ] 

5.
Explain about the services of PGP in detail? 

6.
(a) 
Discuss about the applications of lPsec in brief.



[ 5 ]


(b) 
Explain about Transport mode and Tunnel mode.


[ 5 ]
7.
Explain about SNMPvl Community facility in detail? 
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