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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 


Max.Marks: 6x2=12

[image: image1.wmf] Answer all QUESTIONS, EACH QUESTION CARRIES 2 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	1
	Compare Confidentiality and Authentication.
	L5
	CO1
	[2M]

	2
	Differentiate between symmetric block cipher and symmetric Stream cipher.
	L4
	CO2
	[2M]

	3
	What is a Digital Signature?
	L1
	CO2
	[2M]

	4
	Explain IP Security.
	L2
	CO3
	[2M]

	5
	List the different alert codes of TLS Protocol?
	L1
	CO3
	[2M]

	6
	Discuss the characteristics of computer virus.
	L2
	CO4
	[2M]








           Part – B


Max.Marks: 6x8=48
ANSWER ALL QUESTIONS. EACH QUESTION CARRIES 8 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	7
	Distinguish security attacks sevices and mechanisms? Discuss them with examples.
	L2
	CO1
	[8M]

	
	OR
	
	
	

	8
	a) what is Man-in–the-middle attack   explain with an example?

b) List and explain different internet standards related to information security.
	L1
	CO1
	[8M]

	
	
	
	
	

	9
	Explain with a  neat illustration the key distribution
	L4
	CO2
	[8M]

	
	OR
	
	
	

	10
	Assess are the advantages of DES and Explain.
	L5
	CO2
	[8M]

	
	 
	
	
	

	11
	Explain RSA algorithm   and illustrate with an example.
	L4
	CO2
	[8M]

	
	OR
	
	
	

	12
	Demonstrate   about SHA.
	L3
	CO2
	[8M]

	
	
	
	
	

	13.
	 What is the main purpose of the AH protocol in IPSec? Explain with an illustration.

	L1
	CO3
	[8M]

	
	OR
	
	
	

	14
	a)Compare Encapsulating security payload and Authentication. Header.

 b)Explain the components of ESP packet.
	L5
	CO3
	[8M]

	
	
	
	
	

	15
	What is SSL Session? Can a session be shared among multiple connections. What are the parameters that define a session state.
	L1
	CO3
	[8M]

	
	OR
	
	
	

	16
	Discuss a) Virus and worms b) Password management techniques.
	L2
	CO3
	[8M]

	
	
	
	
	

	17
	 Demonstrate   and explain in detail the characteristics of a good firewall implementation.
	L3
	CO4
	[8M]

	
	OR
	
	
	

	18
	Illustrate about access control devices used in Trusted Systems
	L4
	CO4
	[8M]
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