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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 



Max.Marks:20


[image: image1.wmf]Answer all QUESTIONS.
	
	
	BCLL
	CO(s)
	Marks

	1
	Define security attacks and list the types with examples.
	L1
	CO1
	[2M]

	2
	What are the principles of block ciphers?
	L2
	CO2
	[2M]

	3
	Explain the importance of RSA in Public Key Cryptography.
	L3
	CO3
	[2M]

	4
	What is the role of SSL in web security?
	L1
	CO4
	[2M]

	5
	Describe the components of IP Security Architecture.
	L2
	CO5
	[2M]

	6
	Differentiate between worms and viruses in malicious software.
	L1
	CO6
	[2M]

	7
	Illustrate the Symmetric Cipher Model with an example.
	L3
	CO2
	[2M]

	8
	Explain the concept of Diffie-Hellman Key Exchange.
	L4
	CO3
	[2M]

	9
	Analyze the principles of firewall design.
	L3
	CO6
	[2M]

	10
	What is the purpose of steganography in security?
	L2
	CO5
	[2M]








           Part – B


   
 Max.Marks:50

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Explain security services and mechanisms with examples.
	L2
	CO1
	[5M]

	
	b)
	Discuss classical encryption techniques and their limitations.
	L2
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Illustrate the structure of DES and explain its transformations.
	L3
	CO2
	[5M]

	
	b)
	Discuss the key expansion process in AES.
	L3
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Describe the RSA algorithm with a numerical example.
	L3
	CO3
	[5M]

	
	b)
	Explain key management and distribution in public key systems.
	L3
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	What are the differences between SSL and TLS?
	L4
	CO4
	[5M]

	
	b)
	Explain the role of intrusion detection systems in network security.
	L4
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Explain the IPsec Authentication Header and its significance.
	L4
	CO5
	[5M]

	
	b)
	Describe the ESP protocol and how it provides confidentiality.
	L4
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Discuss the principles of firewall design and trusted systems.
	L4
	CO6
	[5M]

	
	b)
	Analyze the practical implementation of intrusion detection systems.
	L4
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Analyze the differences between block and stream ciphers.
	L4
	CO1
	[4M]

	
	b)
	Explain the concept of key exchange in public cryptography.
	L4
	CO2
	[3M]

	
	c)
	Describe the importance of data integrity in cryptography.
	L4
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Evaluate the role of intrusion detection in cybersecurity.
	L5
	CO4
	[4M]

	
	b)
	Write a short note on the challenges of secure system implementation.
	L5
	CO5
	[3M]

	
	c)
	Compare the functionality of IPsec and SSL/TLS in data security.
	L5
	CO6
	[3M]
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