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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 



Max.Marks:20
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	BCLL
	CO(s)
	Marks

	1
	Define threat
	L1
	CO1
	[2M]

	2
	What are the challenges faced in computer forensics investigations?
	L2
	CO2
	[2M]

	3
	What are the security challenges posed by mobile devices in organizations?
	L2
	CO3
	[2M]

	4
	Define intellectual property rights 
	L1
	CO4
	[2M]

	5
	Define Data Privacy.
	L1
	CO5
	[2M]

	6
	What are the key elements of the Indian National Cyber Security Policy?
	L2
	CO6
	[2M]

	7
	Define cybercrime and provide two examples.
	L1
	CO1
	[2M]

	8
	How do security policies differ for desktops and mobile devices in a corporate environment?
	L4
	CO4
	[2M]

	9
	How do privacy policies differ across domains like medical and financial sectors?
	L4
	CO5
	[2M]

	10
	List techniques for forensic auditing.
	L1
	CO2
	[2M]








           Part – B


   
 Max.Marks:50

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Discuss the similarities and differences between cyber Espionage and cyber warfare with examples
	L2
	CO1
	[5M]

	
	b)
	Demonstrate how an organization can mitigate risks using layered security approaches
	L3
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Explain the need for cyber forensics in modern investigations and its relationship with digital evidence.
	L2
	CO2
	[5M]

	
	b)
	Examine the role of email analysis in digital forensics?
	L3
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Discuss organizational security policies for mobile computing in the context of BYOD (Bring Your Own Device).
	L2
	CO3
	[5M]

	
	b)
	Evaluate methods for preventing security breaches in mobile and wireless devices.
	L4
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Discuss the security risks of social media marketing for organizations and suggest mitigation strategies
	L2
	CO4
	[5M]

	
	b)
	Analyze the mindset and skills required by cybercriminals to carry out attacks
	L4
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Discuss the common types of data privacy attacks.
	L2
	CO5
	[5M]

	
	b)
	Illustrate how data linking and profiling can compromise user privacy.
	L4
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Discuss the role of the IT Act 2008 in addressing cybercrimes in India
	L2
	CO6
	[5M]

	
	b)
	Discuss the significance of cybersecurity regulations in protecting cyberspace.
	L2
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Analyze some of the common methods used to defend against cyberattacks?
	L4
	CO1
	[4M]

	
	b)
	Evaluate the effectiveness of forensic auditing techniques in combating corporate fraud.
	L5
	CO2
	[3M]

	
	c)
	Explain the role of authentication services in securing mobile devices.
	L2
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Discuss the relationship between IPR and cybersecurity, citing real-world examples.
	L2
	CO4
	[4M]

	
	b)
	Analyze the impact of data privacy breaches in the healthcare industry
	L4
	CO5
	[3M]

	
	c)
	Evaluate the effectiveness of international cooperation in combating cyber threats.
	L4
	CO6
	[3M]
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