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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 


Max.Marks: 6x2=12

[image: image1.wmf] Answer all QUESTIONS, EACH QUESTION CARRIES 2 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	1
	Give an example for passive attack.
	L1
	CO1
	[2M]

	2
	Brief the strength of DES
	L1
	CO2
	[2M]

	3
	List any two applications of X.509 Certificates.
	L1
	CO3
	[2M]

	4
	Which mode of IPSec does not protect the IP header?
	L1
	CO4
	[2M]

	5
	Define Virus and specify its types.
	L1
	CO5
	[2M]

	6
	Define the functions of firewalls.
	L1
	CO6
	[2M]








           Part – B


Max.Marks: 6x8=48
ANSWER ALL QUESTIONS. EACH QUESTION CARRIES 8 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	7
	List out the types of security attacks and services. Explain each in detail.
	L1
	CO1
	[8M]

	
	OR
	
	
	

	8
	List and define categories of security mechanisms.
	L2
	CO1
	[8M]

	
	
	
	
	

	9
	Explain the general structure of DES and elaborate on both the encryption and decryption procedures.
	L2
	CO2
	[8M]

	
	OR
	
	
	

	10
	Give a neat sketch to explain the concept of Secure Hash Algorithm (SHA 1).
	L2
	CO2
	[8M]

	
	
	
	
	

	11
	Analyze the cryptographic algorithms used in S/MIME
	L4
	CO3
	[8M]

	
	OR
	
	
	

	12
	Alice and Bob want to establish a secret key using the Diffie Hellman Key exchange protocol using q=11, primitive root(α) = 5, Private Key, (XA)= 2 and Private Key (XB)= 3. Find the values of public key of Alice & Bob and the secret key.     
	L3
	CO3
	[8M]

	
	
	
	
	

	13
	Draw the IP Security Authentication header and describe the functions of each field.
	L2
	CO4
	[8M]

	
	OR
	
	
	

	14
	Describe ESP Protocol Header in detail with a neat sketch.
	L2
	CO4
	[8M]

	
	
	
	
	

	15
	Discuss Secure Socket Layer architecture with a neat diagram.
	L2
	CO5
	[8M]

	
	OR
	
	
	

	16
	Illustrate the overall operation of TLS Record Protocol.
	L3
	CO5
	[8M]

	
	
	
	
	

	17
	Identify various approaches to Intrusion Detection.
	L2
	CO6
	[8M]

	
	OR
	
	
	

	18
	Explain different types of Firewalls and describe how a Trusted System ensures data integrity.
	L3
	CO6
	[8M]
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