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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	Differentiate active and passive attacks.
	L2
	CO1
	[2M]

	2
	Explain Cyber defamation.
	L2
	CO2
	[2M]

	3
	Define the terms Mobile phone theft.
	L1
	CO3
	[2M]

	4
	What are the most common Social media security risks?
	L1
	CO4
	[2M]

	5
	What is data privacy?
	L1
	CO5
	[2M]

	6
	List the Weak areas of the ITA 2000.
	L1
	CO6
	[2M]

	7
	What are the key components of a cyber forensic lab?
	L1
	CO2
	[2M]

	8
	What are the challenges of mobile security?


	L1
	CO3
	[2M]

	9
	What is Spoofing?
	L1
	CO5
	[2M]

	10
	Elaborate Parliament Attack case.
	L3
	CO6
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Discuss about the layers of security.
	L2
	CO1
	[5M]

	
	b)
	Discuss about the  reasons for IP spoofing and how to protect from IP Spoofing.
	L2
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Explain the forensics analysis of Email with suitable example.
	L3
	CO2
	[5M]

	
	b)
	Give a note on Challenges in Computer Forensics.
	L3
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Illustrate about the attacks on Mobile-Cell Phones.
	L5
	CO3
	[5M]

	
	b)
	Discuss about Registry Settings for Mobile Devices.
	L3
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Write about social computing and the associated challenges for organizations.
	L2
	CO4
	[5M]

	
	b)
	Discuss the different web threats for the organizations.
	L3
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Explain about the ethical dimension of cybercrimes.
	L2
	CO5
	[5M]

	
	b)
	Illustrate about the Fundamental concepts in privacy issues.
	L5
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Illustrate about CIA Triad.
	L5
	CO6
	[5M]

	
	b)
	Discuss cybercrime and the Indian ITA 2000.
	
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Discuss the global perspective on cybercrimes..
	L2
	CO1
	[4M]

	
	b)
	What is Cyber Stalking? Explain various types of Stalkers.
	L3
	CO2
	[3M]

	
	c)
	Discuss in detail about the Botnets.
	L3
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Discuss the best practices with use of social marketing tools.
	L3
	CO4
	[4M]

	
	b)
	Explain the data linking and profiling.
	L2
	CO5
	[3M]

	
	c)
	Discuss the impact of Digital signatures in ITA 2000.
	L3
	CO6
	[3M]
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