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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	What are the Types of Cyber Attacks?
	L1
	CO1
	[2M]

	2
	What are the phases in Computer forensics?
	L2
	CO2
	[2M]

	3
	What is Cyber Crime? 
	L1
	CO3
	[2M]

	4
	What are different web threats for organizations?
	L2
	CO4
	[2M]

	5
	Explain about profiling.
	L2
	CO5
	[2M]

	6
	List the positive aspects of the ITA 2008.
	L3
	CO6
	[2M]

	7
	What are the phases in Computer forensics?
	L2
	CO2
	[2M]

	8
	Write about Smishing.
	L1
	CO3
	[2M]

	9
	Write about Data linking.
	L1
	CO5
	[2M]

	10
	List the different types of cybercriminals.

	L3
	CO3
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Explain the following terms related to cyber crimes:
 i) Salami technique


 ii) Hacking 
	L2
	CO1
	[5M]

	
	b)
	Discuss the global perspective on cybercrimes.
	L4
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Explain various approaches for e-mail forensics.
	L4
	CO2
	[5M]

	
	b)
	Demonstrate digital forensic lifecycle with suitable diagram.
	L3
	CO2
	[5M]

	
	
	
	
	
	

	13.
	
	Explain in brief the Cybercrime in Mobile and Wireless Devices.
	L3
	CO3
	[10M]

	
	
	
	
	
	

	14.
	
	Explain in detail about the mindset and skills of hackers.
	L3
	CO4
	[10M]

	
	
	
	
	
	

	15.
	a)
	Demonstrate data inking in detail.
	L2
	CO5
	[5M]

	
	b)
	Explain the need of data privacy in financial domain.
	L2
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Analyze the role of international laws for cyber security.
	L3
	CO6
	[5M]

	
	b)
	Explain challenges of internet governance for providing cyber security.
	L2
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Explain about IP spoofing in detail.
	L1
	CO1
	[4M]

	
	b)
	Write a short note on Network Forensics.
	L2
	CO2
	[3M]

	
	c)
	Explain about Authentication Service Security.
	L2
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Analyze the skills of hacker.
	L1
	CO4
	[4M]

	
	b)
	Explain major components of data privacy.
	L1
	CO5
	[3M]

	
	c)
	Compare Asset Vs Threat.
	L2
	CO6
	[3M]


-- 00 -- 00 –
H.T No





Regulations:


A18











PAGE  
Page 1 of 1

