[image: image2.jpg]Sreenidhi Institute of Science and Tm:hnnlngy

AUTONOMOUS






Sreenidhi Institute of Science and Technology

(An Autonomous Institution)
Code No:9JC02




                 
      Date: 06-August-2024 (FN)
B.Tech II-Year II- Semester External Examination, August-2024 (Regular)
INFORMATION SECURITY (CS)
Time:
 3 Hours







                    Max.Marks:60

 
Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 


Max.Marks: 6x2=12

[image: image1.wmf] Answer all QUESTIONS, EACH QUESTION CARRIES 2 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	1
	What is the need for information security and network security?
	L2
	CO1
	[2M]

	2
	Differentiate block cipher and stream cipher?
	L3
	CO2
	[2M]

	3
	On what principle does public key cryptography work?
	L2
	CO3
	[2M]

	4
	What is the need of Authentication Header
	L1
	CO3
	[2M]

	5
	What are security associations?
	L1
	CO2
	[2M]

	6
	Who are intruders? What problems do they cause?
	L1
	CO4
	[2M]








           Part – B


Max.Marks: 6x8=48
ANSWER ALL QUESTIONS. EACH QUESTION CARRIES 8 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	7.
	Outline the different security services needed for providing security? Explain.
	L4
	CO1
	[8M]

	
	OR
	
	
	

	8
	With a neat diagram examine the model of network security
	L3
	CO1
	[8M]

	
	
	
	
	

	9.
	Explain in detail about DES with neat diagram.
	L4
	CO2
	[8M]

	
	OR
	
	
	

	10
	What are the modes in which Cipher block is operated? Compare and explain them?
	L6
	CO2
	[8M]

	
	
	
	
	

	11.
	Develop the implementation of the RSA algorithm.
	L4
	CO3
	[8M]

	
	OR
	
	
	

	12
	What are the services provided by PGP? In diagrammatic form give the PGP cryptography functions?
	L4
	CO2
	[8M]

	
	
	
	
	

	13.
	Outline about the IP Security.
	L4
	CO3
	[8M]

	
	OR
	
	
	

	14
	Examine in detail about Encapsulating Security Payload
	L3
	CO3
	[8M]

	
	
	
	
	

	15.
	Breakdown SSL & Explain its protocols. 
	L4
	CO1
	[8M]

	
	OR
	
	
	

	16
	With a neat diagram, illustrate SET (Secure Electronic Transactions). 
	L4
	CO2
	[8M]

	
	
	
	
	

	17.
	How do firewall design principles contribute to enhancing network security?
	L2
	CO4
	[8M]

	
	OR
	
	
	

	18
	What are the key characteristics of trusted systems in the context of cyber security?
	L2
	CO4
	[8M]
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