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                    Max.Marks:70
 
Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	Discuss about Blowfish.
	L2
	CO1
	[2M]

	2
	Write about HMAC algorithm.
	L1
	CO2
	[2M]

	3
	Write short notes on Kerberos.
	L2
	CO3
	[2M]

	4
	What are different approaches to Public-key Management?
	L2
	CO4
	[2M]

	5
	What are different alert codes of TLS protocol?
	L4
	CO5
	[2M]

	6
	What are the limitations of firewalls?
	L1
	CO6
	[2M]

	7
	Discuss the design principles of block cipher technique?
	L2
	CO1
	[2M]

	8
	Define linear cryptanalysis.
	L2
	CO4
	[2M]

	9
	What is cross site scripting vulnerability?
	L1
	CO6
	[2M]

	10
	Discuss about Password Management.

	L4
	CO5
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Explain the model of Inter network security.
	L3
	CO1
	[5M]

	
	b)
	Discuss in detail about various types of Security attacks with neat diagrams.
	L2
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Explain DES algorithm with suitable examples. Discuss its advantages and limitations
	L3
	CO2
	[5M]

	
	b)
	Explain Block Cipher design principles.
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Differentiate between symmetric and asymmetric encryptions.
	L4
	CO3
	[5M]

	
	b)
	Explain the approaches for Digital Signatures based on Public Key Encryption.
	L5
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Illustrate about biometric authentication. 


	L4
	CO4
	[5M]

	
	b)
	Draw the IP security authentication header and explain the functions of each field. 
	L3
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Explain Transport Security Layer.
	L2
	CO5
	[5M]

	
	b)
	What are different services provided by the SSL Record Protocol?
	
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	What is Intrusion? Discuss Intrusion detection system with neat diagram.
	L2
	CO6
	[5M]

	
	b)
	How is circuit gateway different from application gateway? 
	L4
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	What are the principles of security and explain various security services
	L1
	CO1
	[4M]

	
	b)
	Give various Hash Functions. Discuss secure hash algorithm with suitable examples.
	L2
	CO2
	[3M]

	
	c)
	Briefly explain the characteristics and operations of RC4 Encryption algorithm.
	L2
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Discuss in detail encapsulating security payload.
	L2
	CO4
	[4M]

	
	b)
	Discuss in detail about secure electronic transaction.
	L2
	CO5
	[3M]

	
	c)
	List the characteristics of a good firewall implementation.
	L1
	CO6
	[3M]
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