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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	Discuss the design principles of block cipher technique.
	L4
	CO1
	[2M]

	2
	How does computer security play a vital role in the context of a free market economy?
	L1
	CO2
	[2M]

	3
	How does Indian law recognize and regulate electronic records?
	L1
	CO3
	[2M]

	4
	Discuss the significance of bilateral and multilateral agreements in addressing cybercrime and promoting cyber security.
	L4
	CO4
	[2M]

	5
	List out any two penalties for violations of provisions under the Information Technology (IT) Act, 2000, in India.
	L1
	CO5
	[2M]

	6
	Explain the concept of phishing and its legal implications in India.
	L1
	CO6
	[2M]

	7
	Define Cyber Security.
	L1
	CO1
	[2M]

	8
	Define WTO.
	L1
	CO4
	[2M]

	9
	Discuss about Civil Liability.
	L1
	CO5
	[2M]

	10
	Explain briefly the role of Certifying Authority (CA).

	L1
	CO3
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Write briefly the categories of attacks and explain.
	L2
	CO1
	[5M]

	
	b)
	Discuss any two Substitution Technique and explain.
	L4
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Discuss the role of e-governance in promoting transparency and efficiency in a free market economy.
	L4
	CO2
	[5M]

	
	b)
	Explain about threats to security.
	L4
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Evaluate the intellectual property rights regime in India, discussing the challenges and opportunities for creators and innovators.
	L5
	CO3
	[5M]

	
	b)
	Define ‘cyber law’? write the advantages of cyber law briefly.
	L1
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Compare and contrast the cyber laws and regulations of different countries, highlighting their similarities and differences.
	L4
	CO4
	[5M]

	
	b)
	Define Cyber-Crime. Explain various types of cyber-crimes.
	L1
	CO4
	[5M]

	
	
	
	
	
	

	15.
	
	Explain compensation and adjunction of violations of provisions of IT act 2000.
	L4
	CO5
	[10M]

	
	
	
	
	
	

	16.
	
	Define cyberspace. Describe the different types of cybercrimes briefly. Discuss the phases involved in planning cybercrime. 
	L4
	CO6
	[10M]

	
	
	
	
	
	

	17.
	a)
	Discuss about encryption.
	L4
	CO1
	[4M]

	
	b)
	Assess the challenges and opportunities of implementing e-governance initiatives in a free market economy.
	L4
	CO2
	[3M]

	
	c)
	Explain the primary role of Certifying Authorities (CAs) in India.
	L1
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Discuss the role of international cooperation in addressing jurisdictional challenges in cybercrime investigations.
	L1
	CO4
	[4M]

	
	b)
	List out the options available for judicial review of decisions related to violations of the IT Act.
	L2
	CO5
	[3M]

	
	c)
	Explain the significance of electronic signatures as a form of evidence under the IT Act.

	L2
	CO6
	[3M]
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