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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 



Max.Marks:20
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	BCLL
	CO(s)
	Marks

	1
	Use Caesar cipher with key =15 to encrypt the message “Hello”.
	L4
	CO1
	[2M]

	2
	What are the weaknesses of DES?
	L1
	CO2
	[2M]

	3
	What is Birthday Attack on Digital Signatures?
	L2
	CO3
	[2M]

	4
	How is replay attack prevented by IPSec?
	L2
	CO4
	[2M]

	5
	Outline the difference between the alert codes of SSL and TLS.                             
	L2
	CO5
	[2M]

	6
	Discover the characteristics of virus. Logical bomb, and Zombies.                       
	L4
	CO6
	[2M]

	7
	Define weak collision property of a hash function.
	L2
	CO1
	[2M]

	8
	Inspect the significance of tunnel and transport mode of IPSec.                           
	L4
	CO3
	[2M]

	9
	Identify the possible behavioral patterns exhibited by the intruders.                       
	L3
	CO5
	[2M]

	10
	Write short note on tunnel mode in IP security.
	L2
	CO4
	[2M]

	
	
	
	
	








           Part – B


   
 Max.Marks:50

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	What is the relation between security mechanisms and attacks? Explain
	L2
	CO1
	[5M]

	
	b)
	Design network security model in cryptography.
	L5
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Give the structure of HMAC. Explain the applications of HMAC.
	L2
	CO2
	[5M]

	
	b)
	Write short notes on Digital Signature Algorithm.
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	What are the different servers used in Kerberos? Explain the role of each one. 

	L4
	CO3
	[5M]

	
	b)
	Q=353, α=3,XA =97,XB=233. Determine Public Key and Shared key for both users using Diffie-Hellman key exchange algorithm.
	L5
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Draw the IP security authentication header and describe the functions of each field.
	L1
	CO4
	[5M]

	
	b)
	Compare and contrast between Authentication Header and Encapsulating Security Payload (ESP) protocols of IPSec in detail.                                                              
	L4
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Examine the importance of Transport Layer Security (TLS) with an illustration.               


	L4
	CO5
	[5M]

	
	b)
	Assess and appraise the types of intrusion detection system with suitable diagram.  

	L5
	CO5
	[5M]

	
	
	
	
	
	

	
	
	
	
	
	

	16.
	a)
	Elaborate the potentiality of Firewall and its types with a neat sketch
	L6
	CO6
	[5M]

	
	b)
	Assess and appraise the characteristics and types of Intruders with their impact over the network                                                                                                      
	L5
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Enumerate about how the internet standards and RFCs.
	L1
	CO1
	[4M]

	
	b)
	Which four tasks are performed in each round of AES Cipher? Explain
	L1
	CO2
	[3M]

	
	c)
	Give the structure of SHA-512 compression function. Explain the structure of each round. Is Man in the Middle attack possible on SHA-512
	L6
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	How are security association combined?
	L2
	CO4
	[4M]

	
	b)
	Describe the SSL specific protocol- Handshake action in detail.
	L1
	CO5
	[3M]

	
	c)
	How is Audit record analysis performed?

	L2
	CO6
	[3M]


-- 00 -- 00 –
H.T No





Regulations:


A20











PAGE  
Page 1 of 2

_1604898669.unknown

