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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	What are the different security models?
	L1
	CO1
	[2M]

	2
	Write about change management policy. 
	L1
	CO2
	[2M]

	3
	Define Diffusion & Confusion.
	L2
	CO3
	[2M]

	4
	Differentiate Authentication and Authorization.
	L3
	CO4
	[2M]

	5
	Define Three classes of Intruders.
	L2
	CO5
	[2M]

	6
	What is UPI security?
	L2
	CO6
	[2M]

	7
	Specify the four categories of security threats.
	L3
	CO1
	[2M]

	8
	Define Multiple Encryption.
	L2
	CO3
	[2M]

	9
	What is Rule-based Intrusion Detection?
	L1
	CO5
	[2M]

	10
	Define Vishing and Phishing.

	L2
	CO3
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Write in detail about the computer security model.
	L2
	CO1
	[5M]

	
	b)
	Discuss the general consequences as a result of an attack?
	L3
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	What are the different policies pertaining to human resources management for meeting the security goal elaborate them.
	L2
	CO2
	[5M]

	
	b)
	Explain about different security parameters.
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Differentiate symmetric and asymmetric encryption.
	L4
	CO3
	[5M]

	
	b)
	Explain RSA algorithm in detail with an example.
	L2
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Write about different password policies.
	L2
	CO4
	[5M]

	
	b)
	Explain the remote access methods.
	L2
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Explain in detail about Host-Based IDSs?
	L2
	CO5
	[5M]

	
	b)
	Differentiate the firewall and Intrusion Detection Systems(IDS) and classify them.
	L2
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Discuss the essential elements of e-banking security.
	L3
	CO6
	[5M]

	
	b)
	Explain in brief about e-wallet security guidelines.
	L3
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Explain various approaches to Computer Security.
	L3
	CO1
	[4M]

	
	b)
	Categorize the different interoperability agreements.
	L4
	CO2
	[3M]

	
	c)
	Explain the significance of hashing functions in security.
	L2
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Multiparty Authentication is the need of the hour. Justify.
	L4
	CO4
	[4M]

	
	b)
	Write in brief about Honeypots and Honeynets.
	L2
	CO5
	[3M]

	
	c)
	What are the security mechanisms for Debit and Credit cards?
	L2
	CO6
	[3M]
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