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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 



Max.Marks:20


[image: image1.wmf]Answer all QUESTIONS.
	
	
	BCLL
	CO(s)
	Marks

	1
	What is replay attack? What is the counter measure for it?
	L1
	CO1
	[2M]

	2
	What is avalanche effect?
	L1
	CO2
	[2M]

	3
	Assume the client C wants to communicate server S using Kerberos procedure. How can it be achieved? Write the authentication dialogue?
	L4
	CO3
	[2M]

	4
	What are the contents of a Security Association?
	L1
	CO4
	[2M]

	5
	Outline the difference between an SSL connection and an SSL session.           
	L2
	CO5
	[2M]

	6
	Identify the different types of firewalls with their importance.
	L3
	CO6
	[2M]

	7
	Distinguish between message integrity and message authentication.

	L4
	CO2
	[2M]

	8
	Name the four core functionalities of PGP.                                                         
	L1
	CO3
	[2M]

	9
	Discover the four important characteristics of worms.                                       
	L4
	CO1
	[2M]

	10
	Identify the possible behavioral patterns exhibited by the intruders.
	L4
	CO5
	[2M]









           Part – B


   
 Max.Marks:50

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	What is the relation between security mechanisms and attacks? Explain.
	L1
	CO1
	[5M]

	
	b)
	Design network security model in cryptography.
	L6
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Give the structure of HMAC. List out the design objectives of HMAC.
	L4
	CO2
	[5M]

	
	b)
	Explain the round transformation IDEA. Also explain the key scheduling of IDEA.
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	What is the environmental shortcoming of Kerberos4? How does Kerberos 5 address them?
	L2
	CO3
	[5M]

	
	b)
	P and Q are two prime numbers. P=17, and Q=11. Take public key E=7. If plain text value is 5, then what will be cipher text value & private key value according to RSA algorithm? Again, calculate plain text value from cipher text.
	L5
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	What are the services provided by IPSec? Where can be the IPSec located on a network?
	L1
	CO4
	[5M]

	
	b)
	Compare and contrast between Authentication Header and Encapsulating Security Payload (ESP) protocols of IPSec in detail.
	L4
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Examine the importance of Transport Layer Security (TLS) with an illustration.                        
	L4
	CO5
	[5M]

	
	b)
	Examine the importance of Secured Electronic Transaction (SET) with the phases involved during its implementation.                                                                             
	L5
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Elaborate the potentiality of statistical anomaly and rule-based intrusion detection system.
	L6
	CO6
	[5M]

	
	b)
	Assess and appraise the characteristics and types of Intruders with their impact over the network.                                                                                                  
	L5
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	Explain the operations, requirements, components of Network security model.
	L2
	CO1
	[4M]

	
	b)
	Discuss various transformation functions of AES.
	L4
	CO2
	[3M]

	
	c)
	Give a brief notes on X.509 authentication services.
	L2
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Briefly explain Encapsulating IP Security Payload?
	L2
	CO4
	[4M]

	
	b)
	What are the different combinations of Security Association on a network?
	L2
	CO5
	[3M]

	
	c)
	What is an audit record? What is the use of audit record in intrusion detection?
	L2
	CO6
	[3M]
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