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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Write and explain about Integrity, Authentication with respect to security services.
	L2
	CO1
	[7M]

	
	b)
	Write and explain the network security model.
	L2
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Explain about DES in detail.
	L2
	CO2
	[7M]

	
	b)
	Illustrate about the SHA algorithm and explain.
	L4
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Explain about Diffie-Helman Key Exchange algorithm in detail.
	L3
	CO3
	[7M]

	
	b)
	Write and explain about the Kerberos and Kerberos version 4.
	L3
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Explain authentication  header with a neat diagram.
	L2
	CO4
	[7M]

	
	b)
	Explain about security and key management.
	L2
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Write about Secure Electronic Transaction.
	L5
	CO5
	[7M]

	
	b)
	Discuss about secure socket layer (SSL)
	L4
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain the types of Intrusion Detection Systems. 
	L2
	CO6
	[7M]

	
	b)
	Write about application level gateway.
	L1
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Explain the security attacks.
	L3
	CO1
	[5M]

	
	b)
	Discuss about secure hash functions.
	L4
	CO2
	[5M]

	
	c)
	Write and explain about digital signatures.
	L2
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	Explain Oakley key exchange protocol.
	L2
	CO4
	[5M]

	
	b)
	Explain about virus and threats.
	L2
	CO5
	[5M]

	
	c)
	Define firewall and Write its need.
	L1
	CO6
	[4M]
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