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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Explain the layers of cyber security.
	L2
	CO1
	[7M]

	
	b)
	Determine the categories of vulnerabilities.
	L5
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Explain various approaches for e-mail forensics.
	L2
	CO2
	[7M]

	
	b)
	Demonstrate digital forensic lifecycle with suitable diagram.
	L3
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Demonstrate popular attacks on mobile phones.
	L2
	CO3
	[7M]

	
	b)
	Determine the security implications for organizations with respect to mobile devices.
	L4
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Summarize the challenges of organizations in social computing.
	L2
	CO4
	[7M]

	
	b)
	Identify the costs associated with cyber security incident.
	L1
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Discuss various data privacy attacks.
	L2
	CO5
	[7M]

	
	b)
	Explain the need of data privacy in medical domain.
	L6
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Analyze the role of international laws for cyber security.
	L4
	CO6
	[7M]

	
	b)
	Explain challenges of internet governance for providing cyber security.
	L2
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Explain IP spoofing.
	L2
	CO1
	[5M]

	
	b)
	List out the tools for digital forensics.
	
	CO2
	[5M]

	
	c)
	Examine the steps for registry settings of mobiles.
	L3
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	Analyze the skills of hacker.
	L3
	CO4
	[5M]

	
	b)
	Explain major components of data privacy.
	L4
	CO5
	[5M]

	
	c)
	Compare Asset Vs Threat.
	L6
	CO6
	[4M]
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