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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Draw the IoT eco-system and explain its components.
	L1
	CO1
	[7M]

	
	b)
	Explain the following IoT sensor types and specify the component:
i) Temperature
ii) Moisture
iii) Acoustic and noise
	L4
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Explain the particle IoT hardware and platform.
	L2
	CO2
	[7M]

	
	b)
	Explain SPI interface in Arduino. Write the psuedo code for the interface.
	L3
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Explain the high level LoRa WAN architecture.
	L2
	CO3
	[7M]

	
	b)
	Compare Bluetooth, NFC and Zigbee protocols.
	L3
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Explain the MQTT broker function with example subscription.
	L3
	CO4
	[7M]

	
	b)
	Explain the direct and indirect accesses of COAP client objects to COAP server. 
	L4
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Interpret the steps of IoT design methodology.
	L2
	CO5
	[7M]

	
	b)
	Explain the gateway and network layer of IoT.
	L2
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Describe the operation of IoT smart home platform. 
	L3
	CO6
	[7M]

	
	b)
	List the sensors to be integrated for smart irrigation IoT eco-system.
	L3
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Demonstrate the data collection and analysis process in IoT sytem.
	L2
	CO1
	[5M]

	
	b)
	Explain the cloud based IoT platforms.
	L2
	CO2
	[5M]

	
	c)
	What are the privacy risks in IoT?
	L2
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	Discuss the characteristic requirements of IoT networks.
	L3
	CO4
	[5M]

	
	b)
	Detail the IoT platform technology stack.
	L2
	CO5
	[5M]

	
	c)
	Explain the IoT attacks and detection system.
	L3
	CO6
	[4M]
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