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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 15 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Design and explain the model for Internetwork Security.
	L6
	CO1
	[8M]

	
	b)
	Explain different kinds of security attacks with examples.
	L2
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Explain how DES provides Data encryption.
	L6
	CO2
	[8M]

	
	b)
	Illustrate SHA Algorithm with a neat diagram and explain.
	L6
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Perform the following RSA key generation steps. Each step must satisfy the requirements for a legitimate RSA key. 

i. Suppose n is 55. Find suitable p and q values.                                                         [1 Mark]
ii. Compute Q(n)  [1 Mark]

iii. If d = 7, compute a valid value for e and specify the public and private keys.       [3 Marks]
iv. If Bob uses the same n for his key pair, and his public key is 3, what is his private key? [3 Marks]
	L3
	CO3
	[8M]

	
	b)
	Discuss in detail how Kerberos provides Network Authentication.
	L3
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Explain the transport and tunnel modes of IPSEC.
	L2
	CO4
	[8M]

	
	b)
	Describe IP Security architecture with a neat diagram.
	L1
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Discuss with an example how electronic transactions can be secured using SET.
	L2
	CO5
	[8M]

	
	b)
	Explain TLS in detail.
	L2
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain clearly the purpose of using firewalls for providing Security?
	L6
	CO6
	[8M]

	
	b)
	Discuss about IDS and Explain a real life scenario where IDS is used?
	L2
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Compare different kinds of Security services.
	L5
	CO1
	[8M]

	
	b)
	Define RFC. Explain different Internet standards used to define the RFC numbers.
	L1
	CO2
	[7M]

	
	
	
	
	
	

	8.
	a)
	Differentiate between DES and AES
	L4
	CO4
	[8M]

	
	b)
	Explain how messages are authenticated using MAC.
	L6
	CO5
	[7M]
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