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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.








Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	What services are provided by IPsec?
	[3M]

	2.
	Define Intruders.
	[3M]

	3.
	Enumerate the mechanisms implemented for confidentiality.
	[3M]

	4.
	Compare stream cipher and block cipher with an example.
	[3M]

	5.
	In an RSA system, the public key of a given user is e = 31, n = 3599. What is the private key of this user?
	[3M]

	6.
	Give any two benefits that can be provided by an intrusion detection system.
	[2M]

	7.
	Why do some block cipher modes of operation only use encryption while others use both encryption and decryption?
	[2M]


	8.
	List the design principles of firewall.
	[2M]

	9.
	What characteristics are needed in a secure hash function?
	[2M]

	10.
	What is the significance of the X.509 standard? 
	[2M]










Part – B


   
 Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	11.
	a)
	With a neat sketch, describe IP Security architecture.
	[6M]

	
	b)
	What are the basic approaches of building Security Associations? Explain in brief.
	[4M]

	
	
	
	

	12.
	a)
	Write the methodology involved in computing the keys in SSL protocol.
	[5M]

	
	b)
	Discuss how SET is designed to protect credit card transactions on the internet in brief
	[5M]

	
	
	
	

	13.
	a)
	What is host-based firewall? Why is it useful to have host-based firewalls?
	[4M]

	
	b)
	Explain Host-Based Intrusion Detection Systems
	[6M]

	
	
	
	

	14.
	a)
	Discuss the security services required to counter various types of Active and Passive attacks. 
	[5M]

	
	b)
	Describe the model for internetwork security with neat Diagram.
	[5M]

	
	
	
	

	15.
	a)
	Draw the general structure of DES. Explain the encryption and decryption process.
	[5M]

	
	b)
	Describe HMAC algorithm. 
	[5M]

	
	
	
	

	16.
	a)
	Briefly explain Deffie Hellman key exchange with an example.
	[5M]

	
	b)
	Explain how S/MIME is better than MIME.
	[5M]

	
	
	
	

	17.
	a)
	What is the significance of RFC?  
	[4M]

	
	b)
	Define weak collision property of a hash function.
	[3M]

	
	c)
	Differentiate digital signature from digital certificate.
	[3M]

	
	
	
	

	18.
	
	Write short notes on the following
	

	
	a)
	Tunnel mode of IPSec.
	[3M]

	
	b)
	Web security requirements. 
	[3M]

	
	c)
	Signature based IDS.
	[4M]
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