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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.








Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	Mention the key principles of security. 

	[3M]

	2.
	Compare stream and block ciphers with examples. 
	[3M]

	3.
	Differentiate simple and secure authentication dialogue in Kerberos v4. 
	[3M]

	4.
	List out the applications of IPSec.
	[3M]

	5.
	Explain series of messages exchanged between client and server in handshake protocol.
	[3M]

	6.
	Give three benefits that can be provided by an intrusion detection system. 
	[2M]

	7.
	List briefly categories of security mechanisms. 
	[2M]

	8.
	Explain about X.509 certificate. 
	[2M]

	9.
	State alert codes of TLS protocol. 
	[2M]

	10.
	Explain why does PGP generate a signature before applying compression.
	[2M]


   


Part – B
 


   Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	11.
	a)
	Compare and contrast active and passive attacks.
	[5M]

	
	b)
	Demonstrate model for network security with neat diagram.
	[5M]

	
	
	
	

	12.
	a)
	Illustrate how secure hash function is alternative to MAC.
	[4M]

	
	b)
	Compare and contrast DES, 3-DES and AES.
	[6M]

	
	
	
	

	13.
	a)
	Consider a Diffie-Hellman scheme with a common prime q=11 and a primitive root $=2      i) If user A has a public key YA=9, What is A’s private keyXA


ii) If user B has a public key YB=3, What is the shared secretkey k 
	[5M]

	
	b)
	Explain S/MIME in detail.
	[5M]

	
	
	
	

	14.
	a)
	Discuss how IPESC encompasses three functional areas: 


i) Authentication   ii) Confidentiality   iii) Key management 
	[6M]

	
	b)
	Write a note on Encapsulation security payload.
	[4M]

	
	
	
	

	15.
	a)
	Discuss the threats on the web and the consequences and counter measures. 
	[6M]

	
	b)
	Demonstrate how SSL and TLS provide security on the web. 
	[4M]

	
	
	
	

	16.
	a)
	Explain various types of Firewalls.
	[7M]

	
	b)
	Discuss about trusted systems.
	[3M]

	
	
	
	

	17.
	a)
	Differentiate TCP and UDP session hijacking. 
	[3M]

	
	b)
	Illustrate the procedure of key distribution in conventional encryption algorithms. 
	[3M]

	
	c)
	Differentiate Kerberos v4 and Kerberos v5.
	[4M]

	
	
	
	

	18.
	a)
	Examine how confidentiality is provided by an ESP. 
	[3M]

	
	b)
	Discuss how SSL include protocol mechanisms and services to enable two TCP users to determine the security. 
	[3M]

	
	c)
	Explain Intrusion Detection System.
	[4M]
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