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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.








Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	Define confidentiality, authentication and integrity.
	[3M]

	2.
	Differentiate Symmetric and Asymmetric encryption.
	[3M]

	3.
	Explain why PGP is open source?
	[3M]

	4.
	Explain parameters characterize the nature of a particular Security Association.
	[3M]

	5.
	State alert codes of TLS protocol.
	[3M]

	6.
	List out design goals for a firewall.
	[2M]

	7.
	Categorize security attacks.
	[2M]

	8.
	List MIME content types. 
	[2M]

	9.
	Examine why does ESP include a padding field?
	[2M]

	10.
	What are web security requirements? 
	[2M]









Part – B


   
 Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	11.
	a)
	Demonstrate model for internetwork security with neat diagram.
	[7M]

	
	b)
	Enumerate man in-middle attack in network. 
	[3M]

	
	
	
	

	12.
	a)
	Formulate AES encryption and decryption process with neat sketch.
	[5M]

	
	b)
	Explain SHA to generate message digest.
	[5M]

	
	
	
	

	13.
	a)
	In public-key system using RSA, you intercept the cipher text C=10 sent to a user whose public key e=5, n=35. What is the plaintext M. 
	[5M]

	
	b)
	Enumerate all services of PGP and explain with neat sketch. 
	[5M]

	
	
	
	

	14.
	a)
	Describe different techniques defined by IPSEC for key management.
	[6M]

	
	b)
	Discriminate the process of combining security association is achieved. 
	[4M]

	
	
	
	

	15.
	a)
	Examine how SSL provide confidentiality using symmetric encryption and message integrity using MAC. 
	[6M]

	
	b)
	List and explain viruses and worms.
	[4M]

	
	
	
	

	16.
	a)
	Discuss firewall design principles and also explain techniques.
	[5M]

	
	b)
	Write a note on Intrusion Detection System.
	[5M]

	
	
	
	

	17.
	a)
	Define cryptanalysis. Mention the types of cryptanalysis and in detail the amount of information known to cryptanalytic.
	[4M]

	
	b)
	Justify how DES algorithm uses feistel cipher structure.
	[3M]

	
	c)
	Illustrate S/MIME message.
	[3M]

	
	
	
	

	18.
	a)
	List out the benefits and routing applications of IPSEC. 
	[3M]

	
	b)
	List out SET transaction types .Explain payment processing, purchase request, payment authorization and payment capture.
	[4M]

	
	c)
	What do you mean by Trusted System? Explain.
	[3M]
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