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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.








Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	Differentiate between modification and fabrication.
	[3M]

	2.
	Distinguish between stream cipher and block ciphers.





	[3M]

	3.
	Enumerate uses of public key cryptography.






	[3M]

	4.
	Give examples of applications of IPsec.







	[3M]

	5.
	What is the difference between an SSL connection and an SSL session?


	[3M]

	6.
	What are three benefits that can be provided by an intrusion detection system?
	[2M]

	7.
	What is the significance of RFC?    







	[2M]

	8.
	List MIME content types.









	[2M]

	9.
	Define virus.
	[2M]

	10.
	Write three design goals for a firewall.
	[2M]










Part – B


   
 Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	11.
	a)
	List and define categories of security mechanisms.
	[5M]

	
	b)
	Describe the model for network security with neat sketch.
	[5M]

	
	
	
	

	12.
	a)
	Why do some block cipher modes of operation only use encryption while others use both encryption and decryption?
	[5M]

	
	b)
	Explain how secure hash function is alternative to MAC.
	[5M]

	
	
	
	

	13.
	a)
	Discuss RSA algorithm with an example.
	[5M]

	
	b)
	Explain about pretty good privacy method for electronic mail security.
	[5M]

	
	
	
	

	14.
	a)
	Describe IPSec architecture with neat diagram.                                   
	[7M]

	
	b)
	Mention different techniques defined by IPSEC for key management?
	[3M]

	
	
	
	

	15.
	a)
	What is web security? Discuss web security considerations.
	[5M]

	
	b)
	Explain how SSL provide confidentiality using symmetric encryption and message integrity using MAC.
	[5M]

	
	
	
	

	16.
	a)
	Explain packet filtering router with merits and demerits.
	[5M]

	
	b)
	Describe the working principle of HIDPS.                       
	[5M]

	
	
	
	

	17.
	a)
	Explain  man in-middle attack in network.                                                                     
	[3M]

	
	b)
	What properties must a hash function have to be useful for message authentication?
	[3M]

	
	c)
	Write notes on digital signature.                                                                                 
	[4M]

	
	
	
	

	18.
	a)
	What are the basic approaches to bundling Security Associations? Explain in brief. 
	[3M]

	
	b)
	List and explain SET transaction types.                                                    
	[4M]

	
	c)
	Write short notes on honeypot.
	[3M]
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