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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.








Part - A 



Max.Marks:25
Answer all QUESTIONS.
	1.
	What are the categories of internet strategies?
	[3M]

	2.
	Differentiate between HMAC and MAC.
	[3M]

	3.
	Write the principles of asymmetric key encryption.

	[3M]

	4.
	What are the types of modes in IPSec? Discuss any one of them.
	[3M]

	5.
	Define web security threat.
	[3M]

	6.
	What is a firewall?
	[2M]

	7.
	What is cryptography?
	[2M]

	8.
	Mention the applications of public-key cryptosystem.
	[2M]

	9.
	What is misfeasor intruder?
	[2M]

	10.
	What are the key features of SET?
	[2M]








Part – B



   
 Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	11.
	a)
	Draw and explain a model for internetwork security.
	[5M]

	
	b)
	 List out different types of security services. Distinguish between repudiation and non-repudiation.
	[5M]

	
	
	
	

	12.
	a)
	Give the Fiestel proof of DES algorithms in detail.
	[5M]

	
	b)
	 Differentiate between Block Cipher and Stream Cipher.
	[5M]

	
	
	
	

	13.
	a)
	In a public-key system using RSA, you interpret the ciphertext C = 10 which is sent to  a user  whose public key is e = 5, n = 35. What is the plaintext M? 
	[5M]

	
	b)
	Explain Pretty Good Privacy (PGP) cryptographic functions with suitable diagrams.
	[5M]

	
	
	
	

	14.
	a)
	Describe anti - replay mechanism of authentication header.
	[5M]

	
	b)
	Design and discuss encapsulating security payload format
	[5M]

	
	
	
	

	15.
	a)
	Write the procedure of secure socket layer record protocol.
	[5M]

	
	b)
	 How the client and server message exchange series carried out in SSL? 
	[5M]

	
	
	
	

	16.
	a)
	What is the role of firewalls in protecting networks?
	[5M]

	
	b)
	 What is honeypot? Discuss about intrusion detection exchange format.
	[5M]

	
	
	
	

	17.
	a)
	Brief about internet RFC publication process.
	[3M]

	
	b)
	 Discuss about end to end encryption device.
	[3M]

	
	c)
	 Explain a simple authentication dialogue of kerberos version 4.
	[4M]

	
	
	
	

	18.
	a)
	What are the functional areas of IPSec?
	[3M]

	
	b)
	 Differentiate between backdoor and trapdoor. 
	[3M]

	
	c)
	Discuss rule based intrusion detection.
	[4M]
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