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Part - A 

Max.Marks:20
Answer all QUESTIONS. EACH QUESTION CARRIES 2 MARKS.
1. What is an attack? List various types of attacks

2. Define authentication

3. What do you mean by key management?

4. What are the features that are to be added to IP to provide security?

5. Define web security

6. Define firewall

7. What are cipher block modes of operation?

8. What is digital Kerberos.
9. What is intrusion detection system?

10. What is secure electronic transaction

Part – B
Max.Marks:50

ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
Note:- All sub-sections of a question must be answered at one place only

1.
a) Explain integrity and confidentiality security services

 
b) Explain modification and Fabrication

2.
Write short notes on 


a)
Key distribution


b)
Message authentication 

3.
a) Explain Diffie Hellman algorithm in detail


b) What are the public key cryptography principles? Differentiate public key with 


private key

4.
 a) Write short notes on combining security associations and key management in 
IP security


b) Explain authentication header in detail


5.
a) Describe SSL architecture in detail


b) Explain various types viruses and threats

6.
a) Write short notes on placements of firewall


b) Write short notes on malicious software types

7.
Explain the following in providing security to email


a)
Pretty good privacy and 


b)
S/MIME 

8.
Write short notes on: 


a)
Transport Layer security.

b)
Single block processing in SHA1 algorithm.
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