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      Max. Marks: 70
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Part - A 


      Max.Marks:20

Answer all QUESTIONS. EACH QUESTION CARRIES 2 MARKS.
1.   Define integrity.

2.   Write about key distribution.
3.   What are roles of public and private key?

4.   Write about key management.

5.   What are the requirements for web security?

6.   List the design goals of firewalls?
7.   What you meant by hash function?

8.   Name any cryptographic keys used in PGP?

9.   Define Intruder?

10. What is Non-repudiation?






Part – B


     Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
1. Write short notes on 

a. Security attacks

b. Model for Internetwork Security





2  a. What is the purpose of the S-boxes in DES?
    b. Compare the Features of SHA-1 and MD5 algorithm.   

3  a. Perform encryption and decryption using RSA Algorithm for P=7; q=13; e=5; M=10.
b. Explain PGP








4 Write short notes on:
    a. Architecture of IP Security.

    b. Authentication header
          
5  a. Describe the SSL Specific protocol – Handshake action in detail.  
    b. Explain any two approaches for intrusion detection. 



6  a. Describe Trusted system in detail.

    b. Describe the familiar types of firewall configurations.  

7  a.  Explain the block cipher modes of operation.                  

    b. Write and explain the Digital Signature Algorithm.

8 a. What is mean by SET? What are the features of SET? 
    b. What are viruses? Explain the virus related threats and the counter measures   

        applied.       
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