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Part - A 
Max.Marks:20

Answer all QUESTIONS. EACH QUESTION CARRIES 2 MARKS.
1. 
Differentiate between passive and active attacks.

2.   
What are the approaches of secret key distribution?

3.   
What are the components of PGP in private key ring?

4.   
What is Security Association?

5.  
 What are the different types of viruses?

6.
Draw AH header

7.
What is the role of SSL?

8.
What is Threat?

9.
What are the various types of firewalls

10.
What is meant by audit record?

Part – B
Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
1.
a) 
Explain various security services.





  
b) 
Explain model for internet security.

2.
a) 
Explain about DES Algorithm.





      
b) 
Explain HMAC Algorithm.
3. 
a) 
Explain about Kerberos.







   
b) 
Consider a Diffie-Hellman with  a common prime q=11 and a primitive root α=2.

  

(i) show that 2 is a primitive root of 11

 

(ii) if user A has public key YA=9, what is A’s private key XA?

 

(iii) if user B has public key YB=3, What is shared secret key K?
4.
Write about PGP.

5. 
a)
 Draw SSL protocol structure and explain the services of SSL Record protocol.
[6M]
    
b)
 What is dual signature? Describe its importance in SET.
                            
[4M]
6. 
a) 
What are different types of Firewall? Explain.




  
[6M]
    
b) 
Explain Access matrix, Access control list and capability list.


  
[4M]
7. 
a) 
Using Diffie Hellman algorithm, find out secret key: α = 3 and q=5, Private Key of B,  

       
XB=2, Private key of A, XA = 3. Where A and B are sender and receiver espectively.   
 [6M]
   
b) 
What is the procedure to standardize the specification?



 [4M]

8 
a) 
Differentiate between SSL and TLS.










b) 
Draw IPSec architecture and explain the applications of IPSec.
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